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ARTICLE 1. PURPOSE AND INTRODUCTION

A. In the course of providing the Goods and/or Services contemplated by the
Agreement, Supplier may gain access to the University of California’s (UC)
Institutional Information and/or IT Resources (both defined below). In such an
event, UC and Supplier desire to appropriately protect Institutional Information
and IT Resources. The purpose of this Appendix-Data Security is to specify
Supplier’s cybersecurity and risk management responsibilities when Supplier has
access to Institutional Information and/or IT Resources.

B. Any capitalized terms used here have the meaning ascribed to such terms as set
forth in the Agreement or Incorporated Documents.

C. Supplier must provide commercially acceptable cybersecurity and cyber risk
management to protect Institutional Information and/or IT Resources. This must
include, but is not limited to the Supplier:

1. Developing and documenting a plan that protects Institutional
Information and IT Resources.

* Supplier must responsibly execute this plan.

Supplier’s approach must conform to a recognized cybersecurity
framework designed for that purpose.!

* Supplier’s information security plan must be supported by a third-
party review or certification. Supplier may only use an alternative to a
third- party review if approved by the responsible UC Information
Security Officer.

2. Conducting an accurate and thorough assessment of the potential risks
to and vulnerabilities of the security of the Institutional Information
and/or IT Resources. Supplier must mitigate anticipated risks effectively.
This includes implementing commercially acceptable security policies,

procedures, and practices that protect Institutional Information and/or
IT Resources.

Updating its plan to effectively address new cybersecurity risks.

4, Complying with pertinent contractual and regulatory responsibilities.

1 Examples include the latest versions of PCI DSS, NIST CSF, CIS Critical Security Controls, IS0 27000 series, NIST SP 800-
53 and NIST SP 800-171.
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5. Providing UC with evidence of compliance with Supplier’s information
security plan.

6. Keeping UC informed with timely updates on risks, vulnerabilities,
Security Incidents, and Breaches.

7. Keeping UC informed of any measures UC must perform to ensure the
security of Institutional Information and IT Resources.

If, in the course of providing the Goods and/or Services under the Agreement,
Supplier engages in transactions with UC affiliated individuals (including but not
limited to: students, staff, faculty, customers, patients, guests, volunteers,
visitors, research subjects, etc.), as a benefit and result of the Agreement,
Supplier must treat any data about UC affiliated individuals that Supplier
creates, receives, and/or collects in the course of those transactions with the
same level of privacy and security protections and standards as required of
Institutional Information by this Appendix.

Supplier agrees to be bound by the obligations set forth in this Appendix. To the
extent applicable, Supplier also agrees to impose, by written contract, the same
terms and conditions contained in this Appendix on any sub-supplier retained
by Supplier to provide or assist in providing the Goods and/or Services to UC.

To the extent that a requirement of this Appendix conflicts with those of any
other UC Agreement or Incorporated Document, the most stringent
requirement (including but not limited to: least risk to UC, shortest time, best
practice, etc.) will apply.

Any limitation of liability contained in the Agreement or any order form,
statement of work or invoice hereunder shall not apply to the obligations in this
Appendix.

DEFINED TERMS
“Breach” means: (1) Any disclosure of Institutional Information to an

unauthorized party or in an unlawful manner; (2) Unauthorized or unlawful acquisition
of information that compromises the security, confidentiality, or integrity of
Institutional Information and/or IT Resources; or (3) The acquisition, access, use, or
disclosure of protected health information (PHI) or medical information in a manner
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not permitted under the Health Insurance Portability and Accountability Act (HIPAA) or
California law.

B.  “lllicit Code” means: (1) Any code UC would not reasonably expect to be present
or operating; (2) Hidden software or functionality with adverse or undesired actions or
consequences; (3) Code that replicates or transmits Institutional Information or
activates operating systems or other similar services without the express knowledge
and approval of UC; (4) Code that alters, damages, or erases any Institutional
Information or software without the express knowledge and approval of UC; or (5)
Code or apparatus that functions in any way as a: key lock, node lock, time-out, “back
door,” “trap door,” “booby trap,” “dead drop device,” “data scrambling device,” or
other function, regardless of how it is implemented, which is intended to alter or
restrict the use of or access to any Institutional Information and/or IT Resources.

C.  “Institutional Information” means: Any information or data created, received,
and/or collected by UC or on its behalf, including but not limited to: application logs,
metadata, and data derived from such data.

D. “IT Resource” means: IT infrastructure, cloud services, software, and/or hardware
with computing and/or networking capability that is Supplier owned/managed or UC-
owned, or a personally owned device that stores Institutional Information, is connected
to UC systems, is connected to UC networks, or is used for UC business. IT Resources
include, but are not limited to: personal and mobile computing systems and devices,
mobile phones, printers, network devices, industrial control systems (including but not
limited to: SCADA, PLCs, DPC, Operational Technology, etc.), access control systems,
digital video monitoring systems, data storage systems, data processing systems,
backup systems, electronic and physical media, biometric and access tokens, or
Internet of Things (loT).

E.  “Major Change” means: The implementation of a change that could have an
effect on the security of an IT Resource or Institutional Information. The scope includes
changes to architectures, processes, tools, metrics, and documentation, as well as
changes to IT services and other configuration items. These include changes related to:

1. Technology upgrades or migrations.
2. Responses to Security Incidents.
3. Modifications of scope (data elements, features, location of Institutional

Information, etc.).
Regulatory guidance.
Law and legal regulations.

Responses to risk assessments.

N o v A
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8. Material updates or shifts in technologies used by Supplier.

F. “Security Incident” means: (1) A material compromise of the confidentiality,
integrity, or availability of Institutional Information; (2) A single event or a series of
unwanted or unexpected events that has a significant probability of compromising UC
business operations or threatening Institutional Information and/or IT Resources; (3)
Any event involving a cyber intrusion; or (4) A material failure of Supplier’s
administrative, technical, or physical controls that resulted or could have resulted in an
adverse impact to the confidentiality, integrity, or availability of Institutional
Information or IT Resources.

ARTICLE 3.  ACCESS TO INSTITUTIONAL INFORMATION AND IT RESOURCES

A.  Supplier must limit its access to, use of, and disclosure of Institutional
Information and IT Resources to the least invasive degree necessary required to
provide the Goods and/or Services.

1. Supplier may not access or use Institutional Information and IT Resources
for any purpose except to provide the Goods and/or Services.

2. For the avoidance of doubt, Supplier may not access, use, or disclose
Institutional Information and IT Resources outside the scope of the Agreement
for purposes of, including but not limited to: marketing, advertising, research,
sale, or licensing unless expressly approved in writing by UC.

B. Inthe event that Goods and/or Services include the review of a specific Security
Incident or a threat to or anomaly in Institutional Information or IT Resources, Supplier
must limit inspection to the least invasive degree necessary required to perform the
investigation.

ARTICLE 4. SUPPLIER’S INFORMATION SECURITY PLAN AND RESPONSIBILITIES
A. Supplier acknowledges that UC must comply with information security
standards as required by law, regulation, and regulatory guidance, as well as by
UC'’s internal security program that protects Institutional Information and IT

Resources.
B. Supplier must establish, maintain, comply with, and responsibly execute its
information security plan.
C. Supplier’s initial information security plan is attached as Exhibit 2 and
incorporated by reference.
D. Updates to Exhibit 2 will occur as follows:
8/20/2021
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1. On an annual basis, Supplier will review its information security plan,
update it as needed, and submit it upon written request by UC.

2. In the event of a Major Change, Supplier will review its information
security plan, update it as needed, and submit it to UC as detailed
herein.

E. If Supplier makes any material modifications to its information security plan that

will affect the security of Institutional Information and IT Resources, Supplier
must notify UC within seventy-two (72) calendar hours and identify the changes.

F.
1.

2.

Supplier’s Information Security Plan must:

Ensure the security (including but not limited to: confidentiality,
integrity, and availability) of Institutional Information and IT Resources
through the use and maintenance of appropriate administrative,
technical, and physical controls;

Protect against any reasonably anticipated threats or hazards to

Institutional Information and IT Resources;

3.

Address the risks associated with Supplier having access to Institutional

Information and IT Resources;

4,

6.
7.

Address applicable regulations and/or external obligations listed in
Exhibit 1;

Comply with all applicable legal and regulatory requirements for data
protection, security, and privacy;
Clearly document the cybersecurity responsibilities of each party;

Follow UC records retention requirements outlined in the Statement of

Work (SOW) or in UC’s Terms and Conditions;

8. Prevent the sharing of passwords or authentication secrets that provide
access to Institutional Information and/or IT Resources;

9. Prevent the use of passphrases (passwords) or other authentication
secrets that are common across customers or multiple unrelated UC
sites or units;

10. Prevent unauthorized access to Institutional Information and IT
Resources;

11. Prevent unauthorized changes to IT Resources;

12. Prevent the reduction, removal, or turning off of any security control
without express written approval from UC;

8/20/2021
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13. Prevent the creation of new Supplier accounts to access Institutional

Information and IT Resources without express written approval from UC;

14. Prevent the storing, harvesting, or passing through of UC credentials

(username, password, authentication secret, or other factor); and

15. Prevent the use or copying of Institutional Information for any purpose
not authorized under the Agreement or any associated Statement of
Work (SOW).

ARTICLE5. REQUESTS FROM UC AND EVIDENCE OF COMPLIANCE
A.  Supplier must provide UC with evidence that demonstrates to UC’s reasonable
satisfaction Supplier’s adherence to its information security plan (including but not
limited to: third-party report, attestation signed by an authorized individual, attestation
of compliance by a qualified assessor, or a mutually agreed upon equivalent) upon
execution of the Agreement, upon reasonable request (including but not limited to:
annually, after Major Changes, and/or as a result of a Security Incident), or as required
by any applicable regulatory or governmental authority.

B.  Supplier must respond to UC’s reasonable questions related to cybersecurity
controls, Security Incidents, or Major Changes, newly published vulnerabilities, and/or
risk assessments within ten (10) business days.

C. UCmay request and perform a security audit using a qualified third party or a
mutually agreed upon alternative annually or as a result of a Breach.

ARTICLE 6. NOTIFICATION OF MAJOR CHANGES AND VULNERABILITY
DISCLOSURES

A.  Within twenty (20) business days, Supplier must notify UC regarding changes in
Supplier’s security posture or IT infrastructure. Such notices must occur:

1. When Major Changes happen.
2. When Supplier becomes aware of a vulnerability that warrants a CVE?
rating of “High” or “Critical,” based on the latest CVE version, for which

a patch is not yet available or for which Supplier will delay application of
an available patch.

2 Common Vulnerabilities and Exposures (CVE) is a dictionary-type list of standardized names for vulnerabilities
and other information related to security exposures maintained by The MITRE Corporation. CVE aims to
standardize the names for all publicly known vulnerabilities and security exposures. The goal of CVE is to make it
easier to share data across separate vulnerability databases and security tools. The CVE list can be found at:
cve.mitre.org

8/20/2021
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B.  Supplier must use commercially acceptable efforts to remediate, within twenty
(20) business days, any vulnerability rated as CVE High or Critical.

C. Inresponse to Major Changes, Supplier must update its information security plan
no later than fifteen (15) days into the next calendar quarter and must provide updated
evidence of compliance with the information security plan.

ARTICLE 7. RETURN AND DISPOSAL OF INSTITUTIONAL INFORMATION

A. Within thirty (30) calendar days of the termination, cancellation, expiration, or
other conclusion of the Agreement, Supplier must return all Institutional
Information to UC and then dispose of the Institutional Information in
possession of Supplier as detailed herein. This provision also applies to all
Institutional Information that is in the possession of sub-suppliers or agents of
Supplier.

B. Such disposal will be accomplished using the methods described in UC’s

Institutional Information Disposal Standard

(https://security.ucop.edu/policies/institutional-information-disposal.html) or an
alternative approved by UC.

C. Supplier will certify in writing to UC that such return and/or disposal has been
completed.
D. If Supplier believes that return and/or disposal of Institutional Information is

technically impossible or impractical, Supplier must provide UC with a written
statement explaining the reason for this conclusion. If UC determines that
return and/or disposal is technically impossible or impractical, Supplier will
continue to protect the Institutional Information in accordance with the terms
of this Appendix for as long as the Institutional Information is in Supplier’s
possession.

ARTICLE 8. NOTIFICATION OF CORRESPONDENCE CONCERNING INSTITUTIONAL
INFORMATION

A.  Supplier agrees to notify UC promptly, both orally and in writing, but in no event
more than seventy-two (72) calendar hours after Supplier receives correspondence or a
complaint that relates to a regulation, contractual obligation, Breach, or material risk

8/20/2021
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concerning Institutional Information. For purposes of this Article 8.A, a correspondence
or complaint may include, but is not limited to, any communication that originates
from law enforcement, regulatory or governmental agencies, government
investigators, corporations, or an individual, but excludes normal customer service
correspondence or inquiries.

ARTICLE 9. COORDINATING, REPORTING, AND RESPONDING TO BREACHES AND
SECURITY INCIDENTS

A. Reporting of Breach or Security Incident: If Supplier reasonably suspects or
confirms a Breach and/or a Security Incident impacting Institutional Information
and/or IT Resources, Supplier must promptly notify UC both orally and in
writing using the contacts in the Agreement. Supplier must provide such
notifications no later than (1) seventy-two (72) calendar hours after the initial
suspicion of a Security Incident and/or Breach and (2) seventy-two (72) calendar
hours after the initial confirmation of a Security Incident and/or Breach, if
Supplier is able to make such a confirmation. Supplier’s notification must

identify:
1. Contacts for both technical and management coordination;
2. Escalation and identifying information, such as ticket numbers, system

identifiers, etc.;
The nature of the Breach and/or Security Incident;
The Institutional Information and/or IT Resources affected;

What Supplier has done or will do to mitigate any deleterious effect; and

S

What corrective action Supplier has taken or will take to prevent future
Security Incidents.

B. Supplier will provide other information as reasonably requested by UC.

In the event of a suspected Breach and/or Security Incident, Supplier will keep
UC informed regularly of the progress of its investigation until the incident is
resolved.

D. Coordination of Breach Response or Security Incident Activities: Supplier will
fully cooperate with UC’s investigation of any Breach and/or Security Incident
involving Supplier and/or Goods and/or Services. Supplier’s full cooperation will
include, but not be limited to, Supplier:

1. Promptly preserving any potential forensic evidence relating to the

Breach and/or Security Incident;
8/20/2021 / Y
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2. Remedying the Breach and/or Security Incident as quickly as
circumstances permit;

3. Promptly, but no more than seventy-two (72) calendar hours after the
discovery of Breach and/or Security Incident, designating a contact
person to whom UC will direct inquiries and who will communicate
Supplier responses to

UC inquiries;

4, As rapidly as circumstances permit, assigning/using appropriate
resources to remedy, investigate, and document the Breach and/or
Security Incident, to restore UC service(s) as directed by UC, and
undertake appropriate response activities;

5. Providing status reports to UC regarding Breach and Security Incident
response activities, either on a daily basis or a frequency approved by
uG;

6. Coordinating all media, law enforcement, or other Breach and/or

Security Incident notifications with UC in advance of such notification(s),
unless expressly prohibited by law;

7. Ensuring that knowledgeable Supplier employees are available on short
notice, if needed, to participate in UC and Supplier initiated meetings
and/or conference calls regarding the Breach and/or Security Incident;
and

8. Ensuring that knowledgeable Supplier employees and agents participate
in after-action analysis, including root cause analysis and preventive
action planning.

E. Breaches and Security Incidents — Corrective and Preventive Action: As a result
of a Breach and/or Security Incident impacting Institutional Information and/or
IT Resources, and upon UC’s request, Supplier must prepare a report detailing
corrective and preventive actions. The report must include:

1. A mutually agreed upon timeline for the corrective and preventive
actions based on the nature of the Breach and/or Security Incident; 2.
Identification and description of the root causes; and

3. Precise steps Supplier will take to address the failures in the underlying
administrative, technical, and/or physical controls to mitigate damages and
future cyber risk.

8/20/2021
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F. Costs: Supplier must reimburse UC for reasonable costs related to responding to
Breaches impacting Institutional Information and IT Resources caused by
Supplier. This includes all costs associated with notice and/or remediation of the
Breach.

G. Grounds for Termination: Any Breach may be grounds for termination of the
Agreement by UC. Agreement obligations to secure, dispose, and report
continue through the resolution of the Breach and/or Security Incident.

ARTICLE 10. ILLICIT CODE WARRANTY?

A. Supplier represents and warrants that the Goods and/or Services do not contain

[llicit Code.

B. To the extent that any Goods and/or Services have lllicit Code written into
them, Supplier will be in breach of this Agreement, and no cure period will
apply.

C. Should Supplier learn of the presence of lllicit Code, Supplier will promptly

provide UC with written notice explaining the scope and associated risk.

D. Supplier represents and warrants that it will take commercially reasonable steps
to promptly remove lllicit Code.

ARTICLE 11. BACKGROUND CHECKS

A. Before Supplier’s employee, sub-supplier, or agent may access Institutional
Information and/or IT Resources classified at Protection Level 3 or Protection Level 44,
Supplier must conduct a thorough and pertinent background check. Supplier must
evaluate the results prior to granting access in order to assure that there is no
indication that the employee, sub-supplier, or agent presents a risk to Institutional
Information and IT Resources.

B. Supplier must retain each employee’s, sub-supplier’s, or agent’s background
check documentation for a period of three (3) years following the termination
of the Agreement.

ARTICLE 12. INDEMNIFICATION FOR BREACH

To the fullest extent permitted by law, Supplier will defend, indemnify, and hold
harmless

3 This provision does not relate to malware or viruses that attack the running IT Resource. These are covered under
ARTICLE 9 - COORDINATING, REPORTING, AND RESPONDING TO BREACHES AND SECURITY INCIDENTS.
4 See Exhibit 1.

8/20/2021
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UG, its officers, employees, and agents, from and against all claims, losses, expenses
(including, without limitation, reasonable attorneys' fees and costs), damages, and
liabilities of any kind (“Claims”) resulting from or arising out of the Agreement, provided
such

Claims are due or claimed to be due to the acts or omissions of Supplier, its officers,
employees, agents, sub-suppliers, or anyone directly or indirectly employed by Supplier,
or any person or persons under Supplier's direction and control. UC agrees to provide
Supplier with prompt notice of any such Claim and to permit Supplier to defend any Claim,
and that UC will cooperate fully in such defense. UC retains the right to participate in the
defense against any such Claim, and the right to consent to any settlement, which consent
will not unreasonably be withheld. Supplier shall reimburse or otherwise be responsible
for any costs, fines or penalties imposed against UC as a result of Supplier’s Breach of
Institutional Information and/or failure to cooperate with UC’s response to such Breach.
As used herein, “Breach” means:
(a) Any disclosure of Institutional Information to an unauthorized party or in
an unlawful manner;
(b) Unauthorized or unlawful acquisition of information that compromises the
security, confidentiality, or integrity of Institutional Information and/or IT
Resources; or
(c) The acquisition, access, use, or disclosure of Protected Health Information
or medical information in a manner not permitted under the Health
Insurance Portability and Accountability Act (HIPAA) or California law.

“IT Resources” means IT infrastructure, cloud services, software, and/or hardware with
computing and/or networking capability that is Supplier owned/managed, or UC-owned,
or a personally owned device that stores Institutional Information, is connected to UC
systems, is connected to UC networks, or is used for UC business.

ARTICLE 13. PROHIBITION ON UNAUTHORIZED USE OR DISCLOSURE OF
INSTITUTIONAL INFORMATION

13.1 Prohibition on Access, Use and Disclosure of Institutional Information. Supplier will
not access, use, or disclose Institutional Information, other than to carry out the purposes
for which UC disclosed the Institutional Information to Supplier, except as required by
applicable law, or as otherwise authorized in writing by UC prior to Supplier’s disclosure.
Supplier shall have the limited right to disclose Institutional Information to Supplier’s

employees provided that: (i) Supplier shall disclose only such Institutional Information as
8/20/2021
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necessary for the Supplier to perform its obligations under this Agreement; and (ii)
Supplier informs such employees of the obligations governing the access, use and
disclosure of Institutional Information prior to Supplier’s disclosure. Supplier shall be liable
for any breach of this Agreement by its employees. For avoidance of doubt, this provision
prohibits Supplier from using for its own benefit Institutional Information and any
information derived therefrom. The sale of Institutional Information is expressly
prohibited. For the avoidance of doubt, Supplier use of artificial intelligence (Al) systems
with UC Institutional Information is not permitted except with prior written consent from
the Chancellor or delegee for the applicable UC Location(s) or as explicitly set forth in the
SOW. “Al system” has the meaning provided in NIST Al RMF 1.0, as may be amended from
time to time.

13.2 Compliance with Applicable Laws and Industry Best Practices. Supplier agrees to
comply with all applicable state, federal, and foreign laws, as well as industry best
practices,

8/20/2021
Attachment toRFP# Page 12 of 20




University of California Data Security Appendix

governing the collection, access, use, disclosure, safeguarding, and destruction of
Institutional Information. Supplier agrees to protect the privacy and security of
Institutional Information according to all applicable laws and industry best practices.
Further, Supplier agrees to protect Institutional Information at least as rigorously as it
protects its own information and in no case less than reasonable care.

13.3 Confidential Institutional Information. Supplier agrees to hold UC’s Confidential
Institutional Information, and any information derived therefrom, in strict confidence.
Confidential Institutional Information shall be defined as any Institutional Information
that is:

(a) marked as “Confidential” at the time of disclosure;

(b) if disclosed orally, identified at the time of such oral disclosure as
confidential, and reduced to writing as “Confidential” within thirty (30)
days of such oral disclosure; or

(c) if not marked as “Confidential,” information that would be considered by a
reasonable person in the relevant field to be confidential given its content
and the circumstances of its disclosure.

As applicable to Supplier’s Services, Confidential Institutional Information includes any
information that identifies or is capable of identifying a specific individual.

13.4 Exceptions. Information will not be considered Confidential Institutional Information
to the extent:
(a) Supplier can demonstrate by written records it was lawfully known to
Supplier prior to the effective date of the Agreement and not subject to
any other confidentiality agreement in effect between Supplier and UC;

(b) it is currently in, or in the future enters, the public domain other than
through a breach of the Agreement or through other acts or omissions of
Supplier;

(c) it is obtained lawfully from a third party; or

(d) it is disclosed under the California Public Records Act or valid legal process.

13.5 Required Disclosures of Institutional Information. If Supplier is required by a court
of competent jurisdiction, or a governmental administrative body with jurisdiction, to
disclose Institutional Information, Supplier will notify UC in writing immediately upon
receiving notice of such requirement and prior to any such disclosure (unless Supplier is
prohibited by law from doing so), to give UC an opportunity to oppose or otherwise
respond to such disclosure. To the extent Supplier is still required to disclose
Institutional Information, Supplier will furnish only that portion that is legally required
and will exercise all reasonable efforts to obtain reliable assurance that confidential

treatment will be afforded to any Confidential Institutional Information.
8/20/2021
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13.6 No Offshoring. Supplier’s transmission, transportation or storage of Institutional
Information outside the United States, or access of Institutional Information from
outside the United States, is prohibited except with prior written authorization by UC.

13.7 Conflict in Terms. This Appendix — Data Security will control in the event one or
more appendices is incorporated into the Agreement and conflicts with the provisions of
this Article.

13.8 Injunctive Relief. Supplier acknowledges that remedies at law would be
inadequate to protect UC against any actual or threatened breach of this Section by
Supplier, and, without prejudice to any other rights and remedies otherwise available to
UC, Supplier agrees to the granting of injunctive relief in UC’s favor without proof of
actual damages.

13.9 Third-Party Analytics. Supplier agrees not to use any third-party analytics services,
software, or tools of any kind (including but not limited to any user analytics or website
analytics tool that shares Institutional Information with a third party, such as Google
Analytics or Meta Pixel) in connection with the performance of its obligations under this
Agreement without first obtaining the express written consent of the UC Location
Chancellor or their delegee. In the event Supplier wishes to use any third- party analytics
services, software, or tools, Supplier must first obtain such express written consent, which
consent may be withheld in UC’s sole discretion. Supplier acknowledges and agrees that
any use of third-party analytics services, software, or tools without such express written
consent shall constitute a material breach of this Agreement that is incapable of cure by
Supplier and, therefore, may result in the termination of the Agreement by UC, at UC’s
sole election.

ARTICLE 14. UC RIGHTS TO INSTITUTIONAL INFORMATION
Institutional Information shall belong exclusively to UC and, unless expressly provided,
this Agreement shall not be construed as conferring on Supplier any patent, copyright,
trademark, license right or trade secret owned or obtained by UC. Any right for Supplier
to use Institutional Information is solely provided on a non-exclusive basis, and only to
the extent required for Supplier to provide the Goods or Services under the Agreement.

ARTICLE 15. INSURANCE

Supplier, at its sole cost and expense, shall insure its activities in connection with the
work under this Agreement and obtain, keep in force, and maintain, at a minimum,
insurance coverage as follows:

8/20/2021
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A Commercial Form General Liability Insurance (contractual liability included) with
limits as follows:
Each Occurrence $1,000,000.00
Products/Completed Operations Aggregate $2,000,000.00
Personal and Advertising Injury $1,000,000.00
General Aggregate $2,000,000.00

B. Cyber Liability: Supplier shall keep in force, and maintain one or more insurance

policies that provide coverage for technology, professional liability, data
protection, and/or cyber liability. Typically referred to as Privacy, Technology and
Data Security Liability, Cyber Liability, or Technology Professional Liability
insurance, it will cover liabilities for financial loss due to the acts, omissions, or
intentional misconduct of Supplier, its officers, employees, agents, sub-suppliers,
or anyone directly or indirectly employed by Supplier, or any person or persons
under Supplier’s direction and control, in connection with the performance of this
Agreement, as well as all Supplier costs, including damages it is obligated to pay UC
or any third party, that are associated with any confirmed or suspected Breach or
compromise of Institutional Information. In some cases, Professional Liability
policies may include some coverage for data breaches or loss of Institutional
Information. Regardless of the type of policy(ies) in place, such coverage will
include without limitation:

i. Costs to notify parties whose data were lost or compromised;

ii. Costs to provide credit monitoring and credit restoration services to parties whose
data were lost or compromised;

iii. Costs associated with third party claims arising from the confirmed or suspected
Breach or loss of Institutional Information, including litigation costs and settlement
costs;

iv. Any investigation, enforcement, fines and penalties, or similar miscellaneous costs;
and

v. Any payment made to a third party as a result of extortion related to a confirmed
or suspected Breach.

vi. P3 and P4, less than 70,000 records - this insurance policy must have minimum
limits of $5,000,000 each occurrence and $5,000,000 in the aggregate.

C. Workers’ Compensation as required by California State law.

D. Supplier shall furnish the University with certificates of insurance evidencing
compliance with all requirements prior to commencing work under a contract

pursuant to this Agreement. Such certificates shall:
8/20/2021
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i. Indicate that The Regents of the University of California has been included as an
additional insured for the coverage referred to under 15.A. and 15.B. This provision
shall only apply in proportion to and to the extent of the negligent acts or
omissions of Supplier, its officers, agents, or employees.

ii. Include a provision that the coverage will be primary and will not participate with
nor be excess over any valid and collectible insurance or program of self-insurance
carried or maintained by the University.

iii. If the above insurance is written on a claims-made form, it shall continue for three
years following termination of this Agreement. The Insurance shall have a
retroactive date of placement to or coinciding with the effective date of the
Agreement.

ARTICLE 16. Accessibility

(a) Both Supplier and Supplier’s Goods and/or Services shall comply with all California
and federal disability laws and regulations applicable to UC, including, but not
limited to, the Americans with Disabilities Act of 1990 and Section 504 of the
Rehabilitation Act of 1973, as they may be amended.

(b) Supplier warrants that any Goods and/or Services that include, contain, or consist of
Information Technology, including any changes, modifications, or updates made to
such Goods and/or Services and are provided under this Agreement shall conform
to Web Content Accessibility Guidelines 2.1 or newer, at Level AA success criteria or
above. The term Information Technology shall be construed broadly in favor of
expansive coverage, and shall include web content (e.g., websites, web applications,
e-mail systems, online surveys, social media, webcasting and all digital content
therein), mobile applications, software as a service product, learning management
systems and content, e-courseware, educational technologies, electronic textbooks,
and recorded broadcasting technologies. The failure of Supplier’s Goods and/or
Services that contain or consist of Information Technology to conform to, at a
minimum, Web Content Accessibility Guidelines 2.1, Level AA success criteria at any
time during the duration of this Agreement, as it may be amended or extended,
shall be deemed a material breach of this Agreement.

(c) Any of Supplier’s Goods and/or Services consisting of medical diagnostic equipment
shall conform to the Standards for Accessible Medical Diagnostic Equipment
sections M101.1 through M307.4 where applicable.

(d) Supplier agrees to respond to and make all reasonable efforts to promptly resolve
concerns regarding the accessibility of its Goods and/or Services within a reasonable
and mutually agreeable timeline. In determining this remediation timeline, Supplier
and UC shall in good faith consider any relevant factors, including but not limited to,
UC'’s liability exposure (e.g., public facing Goods and/or Services versus Goods

and/or Services used only by a handful of individuals), the scope of alleged
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accessibility issues, and the degree to which the lack of full conformance to the Web
Content Accessibility Guidelines 2.1, Level AA affects the ability of individuals with
disabilities to use the Goods and/or Services.

(e) Tothe fullest extent permitted by law, Supplier will defend, indemnify, and hold
harmless UG, its officers, employees, and agents, from and against all claims, losses,
expenses (including, without limitation, reasonable attorneys' fees and costs),
damages, and liabilities of any kind (“Covered Claims”) alleging disability
discrimination or relating to the accessibility of Supplier’s Goods and/or Services to
persons with disabilities, provided such Covered Claims are due or claimed to be
due to the acts or omissions of Supplier, its officers, employees, agents, sub-
suppliers who provide Goods and/or Services under this Agreement, or anyone
directly or indirectly employed by Supplier, or any person or persons under
Supplier's direction and control. UC agrees to provide Supplier with prompt notice
of any such Covered Claim and to permit Supplier to defend any Covered Claim, and
that UC will cooperate fully in such defense. UC retains the right to participate in
the defense against any such Covered Claim, and the right to consent to any
settlement, which consent will not unreasonably be withheld.

(f) Any accessibility review of Supplier’s Goods and/or Services by UC shall not relieve
Supplier of its obligations in this Article 16.

8/20/2021
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Exhibit 1 — Institutional Information

This exhibit describes the Institutional Information for the benefit of both parties.

1. Protection Level Classification®:
Protection Level Needed Anticipated Record Count
Protection Level 3 Less than 70,000

The Protection Level and anticipated record count determines the applicable cyber
security insurance requirement in the above terms.

2. Institutional Information data element descriptors:
A. Personally identifiable information — PII.
B. Student data, whether or not subject to FERPA.
3. Regulation or Contracts Relating to the Institutional Information:

Select all regulations or external obligations that apply to inform UC and the Supplier of
obligations related to this Appendix:

Privacy (* indicates data security requirements are also present)
A.  California Consumer Privacy Act (CCPA).

B. California Information Practices Act (IPA).

C. Family Educational Rights and Privacy Act (FERPA) *.

University of California Data Security Appendix

5 For more information about classification see: https://security.ucop.edu/policies/institutional-information-and-it-
resource-classification.html
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Exh
Supplier’s Initial Information Security
Plan

[Supplier’s Initial Security Plan per these Data Security Appendix requirements has already been
received and approved by the UC Santa Barbara Office of Information Security, and will not be
included in this Agreement for confidentiality purposes.]
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